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Client Reg. No. 

ICI-IS-2403020 
ICI-IS-2403021 
ICI-IS-2403022 
ICI-IS-2403023 
Dated: 07-03-2025 

Date of the Surveillance 

Audit 
25-02-2025 

Name of the Organization 

Clarisights GmbH 
CLARISIGHTS LLP 
Clarisights Oy 
GRANULAR INSIGHTS INC. 

Client Location/Site 
Address 

 

Nostitzstraße 20, 10961 Berlin, Germany 
 

No.749, 1st A Cross, Krishna Temple Road, CPB Complex, Indiranagar Double 
Road, Bengaluru, Karnataka 560038, India 
 

Käenkuja 3 A, 6th floor 00500 HELSINKI, Finland 
 

16192, Coastal Highway, Lewes, Delaware 19958, United States 

Number of audit man 
days 

3 days 

Audit Criteria 
ISO 27001:2022 standards requirements with Annexure A, Client ISMS Manual 

and Procedure, SOA & Applicable Statutory & Regulatory requirements.  

Standard  ISO 27001:2022 

Audit Objective 

• Ensure that the clients’ management system documentation meets the 

requirements of the standard/specification. 

• To confirm that the client organization adheres to its own policies, 

objectives, and procedure and all the requirements of the ISMS standard 

and other normative documents. 

• To verify the implementation of the Information Security Management 

System as per the Standards Requirement, verification of records for the 

conformity of the implementation. 

Client contact Person 
Name 

Gaurav Chaturvedi                        Designation: Site Reliability Engineering Manager 

Auditor Name Anupam Saha                                  Role: Lead Auditor    
Technical Expert Name Abhijith Rajesh                               Role: Audit Team Member 

Scope of Certification 

“Design, Development, Maintenance, Technical Support, Sales, and Marketing of 
Clarisights Products.”  
 
SOA Detail: CLS/CISO/SOA/001 
Dated: 10-05-2023 

Applicable Legal, 
statutory & regulatory 
requirements and other 
requirements. 

IT Act, no other requirements are applicable related to their services.  

Any changes in scope, 

address, company name 
Yes 
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Previous audit NCR 
status 

Previous Audit findings verified. 

Have previous issues 
been addressed 
appropriately 

Yes 

Has there been any 
significant changes to 
the company 

No 
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Surveillance I Audit 
 
4.1-Context of 
Organization - (Internal 
and External) 
Related to Information 
Security Management 
System 

Verified organization’s brochures & website along with Context of the 
Organization on the Sprinto compliance automation tool. 

4.2-Identification of 
Interested Parties and 
their Needs and 
Expectations 
Related to Information 
Security Management 
System 

Entity determines all the parties that have an interest in the organization’s needs 
and expectations has been identified by the Management. Protection of client 
information, protecting the organization's proprietary information and 
intellectual property rights are addressed on the Sprinto compliance automation 
tool. 
 

4.3 & 4.4 Establishment 
of Information Security 
Management System 
and Interaction of 
Processes & 
Applicability of Scope of 
the Information Security 
Management System 

Verified scope of ISMS on the Sprinto compliance automation tool and its 
boundaries are clearly defined with respect to ISMS standard. 

5.1 Demonstration of 
Top Management for 
Leadership and 
Commitment w.r.t. ISMS 

Top management has clearly defined roles and responsibilities for Information 
Security Officer. 
Verified the same on Sprinto compliance automation tool. 

5.2 ISMS Policy Verified Information Security Policy in the Sprinto compliance automation tool. 
5.3 Organizational Roles 
& Responsibility (For 
ISMS) 

The organization chart is evident.  
Verified Roles and Responsibilities. 

6.1.1 & 6.1.2 General-
Establishment of Risk 
Identification Criterion 
& Identification of Risk 
and Opportunities 

Risk Management Policy documented and verified on the Sprinto compliance 
automation tool. 

6.1.3 ISMS Risk 
Treatment and the 
operational control 
established over them 

Verified - Information Security Risk Assessment process is defined in Risk 
Management Policy 
 
The risk register for the surveillance has been verified on the Sprinto compliance 
automation tool. Observed 48 identified risks along with required mitigation 
controls and measures. 
 
SOA Detail: CLS/CISO/SOA/001 
Dated: 10-05-2023 

6.2- Establishment of 
ISMS Objectives and 
Action Plan for 
achieving these 
Objectives 

Information Security Policy defines objectives, framework, and plans for ISMS. 
Verified on the Sprinto compliance automation tool.  
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6.3 Planning of Changes 
to ISMS 

Organization has a Change Management Policy evidenced to carry out the ISMS 
changes in a planned manner. 

7.1 Determination of 
Appropriate Resources 
needed for Effective 
Implementation, 
maintenance, and 
Continual Improvement 
of ISMS 

Organization has allocated sufficient resources for effective implementation, 
maintenance, and continual improvement of ISMS. Information Security Officer 
roles and responsibilities verified on the Sprinto compliance automation tool. 

7.2 & 7.3 Competence, 
Training and Awareness 
of Employees w.r.t. ISMS 

ISMS training material verified on the Sprinto compliance automation tool.  

7.4 Communication 
(Internal & External) 
relevant to Information 
Security Management 
System 

Communication hierarchy documented as per organization structure on the 
Sprinto compliance automation tool. 

7.5(7.5.1, 7.5.2 & 7.5.3) -
- Establishment of 
System of Documented 
Information (Creating & 
Updating and Control of 
Documented 
Information) 

 
 
Systematic maintenance documented information observed on the Sprinto 
compliance automation tool. 
 
 

 

8.1 Operational 
Planning and Control 
 

Verified Information Security Policy.  
Action plans are available for ISMS Objectives and Risk Management. 
 
Review frequency as per the Risk Management Policy is defined.  
Risk Treatment plan verified. 
Risk Assessment and Risk Treatment review carried out as per the Risk 
Management Policy. 

8.2 & 8.3 Risk 
Assessment and Risk 
Treatment in 
accordance with 6.1 

9.1. Monitoring, 
Measuring, Analysis, and 
Performance Evaluation 
of ISMS 

Organization utilizes Sprinto as a continual compliance automation tool. 

9.2 Internal Audit 
Verified Internal Audit Assessment on the Sprinto compliance automation tool 
evidenced as of 15-01-2025. 

9.3 Management Review 
Meeting 

Verified MRM was done on 15-01-2025 and its frequency is every twelve months. 
MRM Output is documented. 

10.1 Continual 

Improvement 

Organization utilizes Sprinto as a continual compliance automation tool. Some of 

the major observations are: 

The dashboard is at 99% complete for the entity with no major observations, but 

with 01 failing check and 11 due checks pending. Checks are in progress and will 

be delivered by Sprinto as per SLA. 10.2 Non-Conformity 

and Corrective Action 
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Annex A Control Objectives - Record objective evidence to confirm the effectiveness of the controls or if 
the control objective is deemed not applicable provide the detailed justification for this: 

 

A.5.1 Policies for information security Verified Information Security Policy document 
on the Sprinto compliance automation tool. 
Policy is reviewed and communicated 
regularly. 
Verified Information Security Roles and 
Responsibilities in ISMS Information Security 
Roles and Responsibilities document.  

A.5.2 
Information security roles and 
responsibilities 

A.5.3 Segregation of duties Verified Information Security Roles and 
Responsibilities on the Sprinto compliance 
automation tool.  
Information Security Officer verified on the 
Sprinto compliance automation tool. 

A.5.4 Management responsibilities 

A.5.5 Contact with special interest groups 
Evidenced within Organization of Information 
Security Policy. 

A.5.6 Contact with special interest groups 
Evidenced within Organization of Information 
Security Policy. 

A.5.7 Threat intelligence 
Verified Threat Intelligence procedure on 
Sprinto compliance automation tool. 

A.5.8 
Information security in project 
management 

Verified the information security awareness 
training material given to all employees at the 
time of induction and training records for the 
same. 
Inspected training records for Ishan Gupta 
conducted on 29-04-2024. 

A.5.9 
Inventory of information and other 
associated assets 

Assets associated with information and 
information processing facilities identified - 
Verified.  
Verified Organizational Assets Responsibility 
through Asset Register.  
Verified Asset Management Policy. 

A.5.10 
Acceptable use of information and other 
associated assets 

A.5.11 Return of assets 

A.5.12 Classification of information Verified Data Classification Policy on Sprinto 
compliance automation tool. 
Network Diagram verified on the Sprinto 
compliance automation tool. 

A.5.13 Labelling of information 

A.5.14 Information transfer 
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A.5.15 Access control Access Control Policy verified. 
Verified access logs for employee Jeffrey Jacson 
with updated AWS User. 
 
Users of AWS, GCP, Github, Google Workspace, 
Jenkins, Sentry and Slack have been updated 
throughout the surveillance period. Verified 
the same in Sprinto compliance automation 
tool. 
 

21 users of AWS. 
36 users of GCP. 
35 users of Github. 
65 users of Google Workspace. 
77 users of Jenkins. 
29 users of Sentry. 
36 users of Slack. 

A.5.16 Identity management 

A.5.17 Authentication information 

A.5.18 Access rights 

A.5.19 
Information security in supplier 
relationships Vendor Management Policy evidenced on the 

Sprinto compliance automation tool and risk 
related to suppliers identified and evaluated in 
Risk Register. 
 
Verified Security within supplier agreement by 
verifying Non-Disclosure Agreement. 
 
Organization uses AWS for cloud services. All 
ISMS relevant controls are in place. 

A.5.20 
Addressing information security within 
supplier agreements 

A.5.21 
Managing information security in the 
information and communication 
technology (ICT) supply chain 

A.5.22 
Monitoring, review, and change 
management of supplier services 

A.5.23 
Information security for use of cloud 
services  

A.5.24 
Information security incident management 
planning and preparation Verified Incident Management Policy 

evidenced on the Sprinto compliance 
automation tool. 
 
Verified Incident register.  
 
11 Incidents recorded throughout Surveillance 
period. All incidents have a severity level 
identified, reporting dates captured and closed 
with closing dates and closing notes by the 
responsible Incident Manager. 

A.5.25 
Assessment and decision on information 
security events 

A.5.26 Response to information security incidents 

A.5.27 
Learning from information security 
incidents 

A.5.28 Collection of evidence 

A.5.29 Information security during disruption Business Continuity Policy and Disaster 
Recovery Policy verified, documented on the 
Sprinto compliance automation tool. 
Business Continuity and Disaster Recovery 
Policy Framework approved by top 
management.           

A.5.30 ICT readiness for business continuity 

A.5.31 
Legal, statutory, regulatory, and contractual 
requirements 

Verified the Legal and Contractual 
Requirements Register for the Legal, statutory, 
regulatory, and contractual requirements. 
 

A.5.32 Intellectual property rights  

A.5.33 Protection of Records  
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A.5.34 
Privacy and protection of personal 
identifiable information (PII) 

Verified the Corporate Legal Documents-  
Company number: 85115217 
Certificate Number: IN-KA50205771425240U 
Business ID: 3223607-7 
File Number: 6721169 
 
Organization has implemented appropriate 
procedures to protect intellectual property 
rights. Organization has procedures 
implemented to protect records. 
 
Independent review through Certification 
Body – INTERCERT. 
 
Technical review done continuously by Sprinto 
compliance automation tool. 

A.5.35 Independent review of information security 

A.5.36 
Compliance with policies, rules, and 
standards for information security 

A.5.37 Documented operating procedures 

A.6.1 Screening Verified the Employee Details and observed 
that the induction process is followed 
throughout the surveillance period. 
 
Verified Human Resource processes for 
employee Aditya Meharia whose  
Employment Start Date is 14-10-2024. 
Policy Acknowledgement Date: 17-10-2024. 
Background Verification Date: 19-10-2024. 
 
Evidenced the Physical Security Policy and 
Incident Management Policy on the Sprinto 
compliance automation tool. 

A.6.2 Terms and conditions of employment 

A.6.3 
Information security awareness, education, 
and training 

A.6.4 Disciplinary process 

A.6.5 
Responsibilities after termination or 
change of employment 

A.6.6 
Confidentiality or non-disclosure 
agreements 

A.6.7 Remote working 

A.6.8 Information security event reporting 

A.7.1 Physical security perimeters 

Physical Security Policy and Physical and 
Environmental Security Procedure evidenced. 
 
Clear Desk Policy for papers and removable 
storage media for information processing 
facilities adopted evidenced within Physical 
and Environmental Security Procedure.  
 

Power and telecommunications cabling 
carrying data or supporting information 
services protected from interception, 
interference, or damage. 
 

A.7.2 Physical entry 

A.7.3 Securing offices, rooms, and facilities 

A.7.4 Physical security monitoring 

A.7.5 
Protecting against physical and 
environmental threats 

A.7.6 Working in secure areas 

A.7.7 Clear desk and clear screen 

A.7.8 Equipment siting and protection 

A.7.9 Security of assets off-premises 

A.7.10 Storage media 

A.7.11 Supporting utilities 

A.7.12 Cabling security 

A.7.13 Equipment maintenance 

A.7.14 Secure disposal or re-use of equipment 
Organization has procedures implemented for 
secure disposal of equipment mentioned in 
Media Disposal Policy. 

A.8.1 User end point devices Access Control Policy verified. 
Organization has adopted a role-based access 
control system on need-to-know basis. Access 
provisioning logs are verified. 

A.8.2 Privileged access rights 

A.8.3 Information access restriction 

A.8.4 Access to source code 
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A.8.5 Secure authentication 

 
Verified the access control matrix on user and 
project level on the Sprinto compliance 
automation tool. 

A.8.6 Capacity management Capacity Management Procedure evidenced 
within Operation Security Policy through the 
Sprinto compliance automation tool. 
 

Separate environment provided and 
maintained for development and testing. 
 
Antivirus installed on all machines.  
Verified Data Backup Policy. 
 
Event Logging is done – verified.  
Verified the protection of log information. 
 

Verified Vulnerability Management Policy 
evidenced . 
Verified Vulnerability scanner status and 
Vulnerability logs maintained throughout the 
surveillance period through Sprinto 
compliance automation tool. 
 
Verified Penetration Testing carried out on  
23-01-2025. 

A.8.7 Protection against malware 

A.8.8 Management of technical vulnerabilities 

A.8.9 Configuration management 

A.8.10 Information deletion 

A.8.11 Data masking 

A.8.12 Data leakage prevention 

A.8.13 Information backup 

A.8.14 
Redundancy of information processing 
facilities 

A.8.15 Logging 

A.8.16 Monitoring activities 

A.8.17 Clock synchronization 

A.8.18 Use of privileged utility programs  

A.8.19 
Installation of software on operational 
systems 

A.8.20 Networks security  
Critical data systems are protected from public 
internet access. 
 
Network Security Policy verified on the Sprinto 
compliance automation tool. 
 
Verified Network diagram. 

A.8.21 Security of network services 

A.8.22 Segregation of networks 

A.8.23 Web filtering Verified Web Filtering procedure. 

A.8.24 Use of cryptography 
Verified Encryption Policy in Sprinto 
Compliance automation tool. 

A.8.25 Secure development life cycle 

Software Development Life Cycle practised and 
evidenced on the Sprinto compliance 
automation tool. 
 

Secure systems engineering practiced and 
evidenced on the Sprinto compliance 
automation tool. 
 

Verified Change Management Procedure 
evidenced within Operation Security Policy 
and Procedure and change management 
repositories on Sprinto compliance automation 
tool. 

A.8.26 Application security requirements 

A.8.27 
Secure system architecture and 
engineering principles 

A.8.28 Secure coding 

A.8.29 
Security testing in development 
and acceptance 

A.8.30 Outsourced development 

A.8.31 

 

Separation of development, test 
and production environments 

A.8.32 Change management 

A.8.33 Test information 

A.8.34 
Protection of information systems 
during audit testing 
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  Evidence: 
 
  Fig 1: Legal Document 
 
           Fig 1.1: Clarisights GmbH 
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Fig 1.2: CLARISIGHTS LLP. 
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Fig 1.3: Clarisights Oy 
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Fig 1.4: GRANULAR INSIGHTS INC. 
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 Fig 2: SOA 
 

 
 Fig 3: Sprinto Dashboard 
 

 
Fig 4: List of Staff Device 
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  Fig 5: VAPT Report 
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  Fig 6: System Flow 
        

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 

 
Fig 7: Organization Structure 
 

 
 
 
 
 
 
 
 
 

 
Fig 8: Organization Roles and Job Description. 
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A. Summary of the Audit 

 

B. Recommendation: 
 

 Issuance of Certificate 
 

 Refusal of the Certification 

 

 Follow Up audit 

 

 Other (if any): 

 

C. Reason: 

 
 

 
The system complies with the requirements of the reference standard: Congratulations, on the basis of the above summary, 
Lead Auditor is pleased to put forward a recommendation for the issuance of a Certificate 

 

 
The system complies with the requirements of the reference standard with exception of minor NC: Congratulations, Lead 
Auditor is pleased to put forward a recommendation for of Organization upon off-site verification of closure of all issues, the NC 
closure need to be submitted along with the Corrective Action Plan and objective evidence with 15 days from the Surveillance 
audit but not later than 60 days from the date of Surveillance audit. If all non-conformances are not closed within 60 days, a full 
reassessment may be conducted. 

 

 
Evidence of major non-conformities: Organization is not recommended for Certification. A follow-up assessment will be 
scheduled to allow for on-site verification and closure of all issues within 60 days from the date of Surveillance audit. If all 
nonconformances are not closed within 60 days, a full reassessment may be conducted. 

 

 Not Recommended: Organization is not recommended for certification; a Surveillance audit will be required. To progress your 
application for registration, please respond to each non-conformance, with a plan showing proposed actions, timescales, and 
responsibilities for resolution. The organization should consider the root cause of the non-conformance and the potential for 
related issues in other parts of your system. 

 Proposed Audit Date for Surveillance/Re-Certification Audit (03/2026) 

 

 

On behalf of the Certification Body 

                                      Name of the organization:   Clarisights GmbH 

                                                                                               CLARISIGHTS LLP 

                                                                                               Clarisights OY 

                                                                                               GRANULAR INSIGHTS INC. 

M/s INTERCERT INC. Name:  Gaurav Chaturvedi                                             
Stamp: 

Stamp and Sign 
 

Name of the auditor: - Anupam Saha 

 (LEAD AUDITOR) 

Date of Audit: - 25-02-2025 

Designation: 
 Site Reliability Engineering     

 Manager 

Date of Audit:  

 

25-02-2025 

Stage of 

Audit: - 
Surveillance I Audit 

Signature: - 

                                                          

                                                       --------------------------X End of Report X------------------------------ 

ISMS is in place and implemented using compliance automation tool, Sprinto. All technical controls are maintained as a continual 
check on the tool, administrative controls are presented for validation and are due for checks in a timely manner – has been witnessed 
in the SOA. Sprinto tool is in compliance as per the presented system flow. Recommended for certification based on intent and audit 
evidence. 


